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Burp's	payloads	are	now	intelligent	enough	to	avoid	false	positives	in	situations	like	this.The	scan	checks	whose	logic	has	improved	include:	SQL	injection,	LDAP	injection,	XPath	injection,	file	path	manipulation,	User-agent-dependent	response,	X-forwarded-for-dependent	response,	and	Referer-dependent-response.We	welcome	feedback	about	the
real-world	performance	of	the	new	scanning	logic,	particularly	in	relation	to	false	negatives	or	positives	for	diff-based	injection	issues.Burp	Proxy's	generated	per-host	SSL	certificates	now	include	the	site's	commonName	in	the	subjectAlternativeName	extension.	Or	an	attacker	might	be	able	to	interfere	with	other	data	that	is	concatenated	onto	their
input,	by	finishing	their	input	with	the	start	of	a	multi-character	encoding	or	escape	sequence,	the	transformation	of	which	will	consume	the	start	of	the	following	data.Various	enhancements	have	been	made	to	Burp	Infiltrator,	in	response	to	feedback	from	real-world	usage:A	bug	affecting	the	patcher	when	running	on	Java	6	or	earlier	has	been
fixed.A	bug	that	caused	the	manifest	files	of	some	nested	JAR	files	to	be	lost	has	been	fixed.A	bug	that	left	invalid	signatures	in	place	after	the	relevant	bytecode	was	modified	has	been	fixedBurp	Scanner's	issues	are	nowÃ	Âmapped	to	CWE	vulnerabilities.There	is	a	new	command-line	option	to	prevent	Burp	from	pausing	the	Spider	and	Scanner	when
reopening	existing	projects.	If	insufficient	space	is	available,	the	backup	is	skipped	and	an	alert	is	shown.A	single	backup	file	is	saved	alongside	the	main	project	file.	For	example,	some	web	application	firewalls	(lamely)	filter	input	that	matchesÃ	Â	and	cause	a	different	response	than	is	observed	for	.	Burp	reports	reflected	and	stored	input	that	has
been	transformed	in	the	following	ways:Overlong	UTF-8	sequences	are	decoded.Invalid	UTF-8	sequences	containing	illegal	continuation	bytes	are	decoded.Superfluous	(or	"double")	URL-encoded	sequences	are	si	txetnoc	citcatnys	esicerp	rieht	nehw	tnacifingis	ylhgih	gnieb	etipsed,	dlohserht	gniffid	yzzuf	eht	reggirt	ot	ton	elbail	era	tnetnoc	esnopser
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GNIMRFREP.SDAOLYAP	EVOBA	EHT	FO	YNA	GNITTIMBUS	MORF	GNITLUSER	SNOITAMROFSNART	DETCEPXENU.DEPACSENU	ERA	Secneuqes	Epacse	Hsalskcab.dedoced	ERA	Secneuqes	into	account.Situations	where	application	responses	vary	due	to	non-deterministic	or	unrelated	factors	can	lead	to	large	variations	that	trigger	the	fuzzy
diffing	threshold	for	all	payloads,	thereby	masking	other	variationsÃ	Âthat	depend	systematically	on	the	supplied	payload.Ã	ÂBurp	now	uses	a	more	granular	diffing	logic	that	takes	into	account	all	of	the	response	attributes	that	were	previously	exposed	in	theÃ	ÂanalyzeResponseVariations	APIÃ	Âand	used	in	our	backslash	powered	scanning	research.
This	granularity	avoids	the	limitations	described	above	and	dramatically	improves	the	accuracy	of	blind	scan	checks	in	many	cases.Additionally,	several	of	the	payloads	used	in	diff-based	scan	checks	have	been	enhanced	to	ensure	that	observed	differences	are	indeed	the	result	of	injecting	into	the	intended	technology,	rather	than	other	input-
dependent	logic.	Apparently	fallback	to	the	commonName	was	deprecated	by	RFC2818	(in	2000),	and	browsers	have	recently	decided	to	implement	this.Burp	Collaborator	server	now	has	a	configurable	logging	function	that	can	be	used	for	diagnostic	purposes.	To	prevent	this,	add	the	following	argument	to	the	command	to	launch	Burp:--unpause-
spider-and-scannerVarious	other	enhancements	and	bugfixes	have	been	made.	If	you	don't	want	to	use	the	feature,	you	can	quickly	turn	it	off	using	the	option	that	is	shown	in	the	progress	dialog:Other	enhancements	include:Installed	BApps	are	now	updated	automatically	on	startup.	If	you	are	using	a	disk-based	project,	this	function	automatically
saves	a	backup	copy	of	your	project	file	periodically	in	the	background.	You	can	choose	to	retain	the	backup	file	on	shutdown	in	the	automatic	project	backup	options.You	can	optionally	disable	the	progress	dialog	that	is	shown	when	a	backup	is	performed,	so	you	can	continue	working	without	interruption.Backups	are	enabled	by	default	with	no
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